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1 Introduction

The imc Learning Suite contains a large number of standard emails and configurable mail
settings. This document will provide detailed overviews to explain all types of messages, the
available settings and information on how to configure messages.

2 General email settings

This chapter identifies the different functions of the imc Learning Suite that contain settings
related to email messages. These settings are not the email messages themselves, but more so
the settings that control distribution and default values.

2.1 SMTP Server

A Simple Mail Transfer Protocol (SMTP) is used to allow the imc Learning Suite to send emails
to external mail servers. With imc hosted Learning Suite solutions the SMTP server is normally
provided by imc to allow customers to deliver emails without providing their own email clientor
server; in this case whitelisting of the imc SMTP server to relay emails is required. However,
many customers do prefer to utilise their own SMTP server which is also supported for hosted
solutions and mandatory for on-premise (customer hosted) solutions.

211 Whitelisting imc’s SMTP server via SPF

When the imc SMTP server is used by a customer, whitelisting is required to ensure emails sent
by the Learning Suite are not treated as SPAM. The whitelisting is basically an approval set in
the customer’'s own mail server that allows the imc SMTP server to relay emails on behalf of
their email domain or a select email addresses.

The Sender Policy Framework (SPF) is an open standard specifying a technical method to
prevent sender address forgery. More precisely, the current version of SPF —

called SPFv1 or SPF Classic — protects the envelope sender address, which is used for the
delivery of messages.

SPFv1 allows the owner of a domain to specify their mail sending policy, E.g. which mail servers
they use to send mail from their domain. The technology requires two sides to play together: (1)
the domain owner publishes this information in an SPF record in the domain's DNS zone, and
when someone else's mail server receives a message claiming to come from that domain,

then (2) the receiving server can check whether the message complies with the domain's stated
policy. If for example, the message comes from an unknown server, it can be considered a fake.

Example of SPF record:

This SPF record can be applied to customers as is (just replace domain.com with customer's
domain name):

The best method is the include. This makes the maintenance of the Mail servers easier for
Internal IT. For this simply add to the existing SPF include:spf.imc-hosting.com

See below two examples:

rayc -


http://spf.imc-hosting.com/
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domain.com IN TXT "v=spf1 a mx include:spf.imc-hosting.com -all"
baumeracademy.com TXT "v=spf1 a mx include:spf.imc-hosting.com -all"
The customer is sending from the address: academy@baumeracademy.com

The parts of the SPF record mean the following:

domain.com the domain whichis used on Azure for ILS systems as email
senders domains. If multiple domains are used then on each
domain DNS zone have to add SPF record. No subdomains!

v=spfi SPF version 1

a The A record tag allows the SPF to validate the sender by domain
name’s IP address. If left unspecified, it takes the value of the
current domain.

mXx the incoming mail servers (MXes) of the domain are authorized to
also send mail for domain.com (If no mx Record exists in the
Domain then the mx can be removed)

include:spf.imc- All Servers that are listed in the TXT-Record from spf.imc-
hosting.com hosting.com are allowed:

mx1.imc-hosting.com (4.231.234.136)
mx2.imc-hosting.com (4.231.171.210)
mx3.imc-hosting.com (52.178.135.21)
mx4.imc-hosting.com (20.107.242.47)

hint: nslookup -q=TXT spf.imc-hosting.com

-all all other machines are not authorized

If the client already has a SPF record on their domain they have to add the imc IP addresses and
hostnames to their SPF record.

Example:

clientdomain.comIN TXT "v=spf1 mxip4:1.1.1.1 a:mail.clientdomain.com include:spf.imc-
hosting.com -all"

ip4:1.1.1.1 -is the client mx IP address
a:mail.clientdomain.com -is the client domain mx

include:spf.imc-hosting.com - DNS-Entry of Servers which they have to allow to send emails
from our servers

Client can use this wizard to add needed information in his SPF record:


http://baumeracademy.com/
http://spf.imc-hosting.com/
mailto:academy@baumeracademy.com
http://example.net/
http://spf.imc-hosting.com/
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http://www.spfwizard.net/

After the includes have been added to the client SPF record, the PROD, STAGE and REF systems
will be provisioned with the new email relay configuration. Customer needs to be informed
about the downtime of the system during email server migration. Downtime will be around 30
minutes for each system.

2.1.2 Customer’s SMTP in use

To avoid the need of whitelisting the imc SMPT server and to have greater control, imc
customers are able to utilise their own mail servers forimc hosted solutions. If the customer
opts to utilise their own mail server the relevant details such as hostname or IP and password
(if required) must be provided to imc. These details can change depending on the setup
required and the imc Learning Suite is quite flexible in supporting different setups.
Customers hosting on-premise must use their own SMTP server.

2.2 Configuration: Communication/Mail

The ‘Settings > Configuration > Communication/Mail function is where default settings for
system messages are configured. The settings entered here are configurable per environment
(E.g. Prod, Stage, Ref) and are considered defaults as they can be further altered in the ‘Client’
functionin the ‘Email’ tab.

-
IMC content ~ Q| s Eo@ HE o
s Scheer
................. .
. System messages
Configuration
System Platform

hiv cavad caarchac Search term management
‘/‘ ,  GLOBAL - Q p ,Q}

PROD (Current) NENIEALTL
(-) . ) ~ Description -

STAGE Configuration

IMG_REF Captcha related configuration Scheduled Jobs

Catalog Definition of catalogue related interface and visibility settings Support information

Channel service Definition of settings for the channel service Design

Clearances Definition of standard clearances per user group File system simplification

Client Client specific settings Database archiving

I Communication/Mail Settings regarding communication/mails I System texts
Figure 1: Configuration > Communication/Mail manager.
221 Description tab settings:

The settings in the ‘Description’ tab

strCommunicationConfigHint

From: Thisarea defines system settings related to mailing and communication

To: This area allows configuration of system wide settings related to mailing and
communications in either a Global or system specific (Prod, Stage, Test) context. Depending on
configuration some of these settings can be overwritten in the Client function.

Forward internal mails: strOHCommunicationConfigForwardInternalMails (13989)
From: If "false", internal CLIX messages are, as a general rule, not forwarded via SMTP
(regardless of other settings, e.g. at user profile or notification level).
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To: If “unticked” messages are not forwarded via SMTP (regardless of settings in
‘EMAILFORWARD’ personal attribute or individual notification ‘Permit external forwarding'.) and
will only be received to the internal ‘Messages’ inbox.

Test mode: strOHCommunicationConfigTestMode (13995)

From: TestMode for e-mails: If this value does not have acomment and is true, then the senders
and recipients of all e-mails are set to testSender and testReceiver values. Deactivation of
mailing test mode is only possible in the "PROD" context.

To: Test mode is used to control the sending and receiving of emails to single accounts for
testing purposes. By default the ‘Test mode’ checkbox is ticked and can only be unticked for
‘PROD’ context where emails will then sent and received by intended email addresses.

Test receiver*: strOHCommunicationConfigTestReceiver (13996)
Recipient address in test mode: Address to which all e-mails are sent if ‘Test mode’ is active.

Test sender*: strOHCommunicationConfigTestSender (13997)
Sender address in test mode: Address from which all e-mails are sent if ‘Test mode’ is active.

Forward undeliverable mail: strOHSystenCommunicationSendUndeliverableMail (14480)
Controls whether e-mails which could not be delivered to their original destination will be delivered
to the undeliverable mail recipient defined below.

Undeliverable mail recipient: strOHSystemCommunicationUndeliverableMailRec (14481)
Defines the e-mail address that will receive e-mails that could not be delivered to their original
destination.

Mime type: strOHSystemCommunicationMimeType (14479)
Specifies the format in which the e-mail will be sent (Either plain text or html).

Mail sender address*: strOHSystemCommunicationMailSender (14478)
Defines the e-mail address that will be used as the sender when there is no sender information
defined on client level.

Use system-wide sender for mails:
strOHSystemCommunicationUseSystemWideSenderForMails (14482)

Controls whether the system-wide mail sender will be used to send all personal e-mails, automated
notifications, enrollment/cancellation mails and automated system e-mails. The setting is to prevent
the LMS SMTP server relaying emails on behalf of all user accounts which reduces the risk of e-
mails being treated as spam if proper whitelisting has not occurred; this setting is especially
important where some course administrators might be external and the imc customer does not have
control to whitelist the imc mailer server.

Deactivate information about email forwarding:
strOHSystemCommunicationUseSystemWideSenderForMails (14482)

Determines if the forwarded internal message in the corresponding SMTP email will indicate the
message has been forwarded.

Number of recipients of externally forwarded internal messages (6 characters max):
strOHSystemCommunicationUseSystemWideSenderForMails (14482)

Restricts the number of recipients of externally forwarded internal messages (i.e. how many email
addresses can be packaged in one mail). Note: If the value is greater than 1, it is possible in the case
of an undeliverable message that the message will not be sent to the remaining recipients.

SMP sent-by address: strOHCommunicationConfigForwardSenderEmail Account (13990) Page 7
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Determines the SMTP sent-by address under which all internal messages are forwarded to an
external address. The displayed value "original" causes the forwarded message to retain the original
sender; E.g. enrolment message triggers that are to be sent by the Course administrator.

Mail monitor staggering amount:

strOHCommunicationConfigMailMonitorStaggeringAmount (13992)

Determines the number of e-mails which are sent via MailStaggeringJob per dispatch interval. If the
parameter is defined with 0, no staggering takes place. Staggering large numbers of emails is
beneficial to improve deliverability and decrease chance of emails being treated as spam. Requires
‘MailMonitorStaggering’ schedule cron job to be active.

Hide recipient list: strOHCommunicationConfigHideRecipientList (13991)

Determines if display of direct recipients of an internal message and a list of CC recipients will be
prevented from user, unless user is the sender of the message. Replies to the message show neither
recipients nor CCs in the message body that includes the text of the original message.

Number of days after which mail monitor messages will be deleted by cron job (6 characters max.):
strOHCommunicationConfigDeletionAfterNumberOfDays (13986)

Defines the number of days after which mail monitor messages will be deleted by cron job (with
reference to the date the message was sent). Requires ‘CleanUpMailingNotificationMonitor’
scheduled cron job to be active.

Email address for user feedback (100 characters max.):
strOHCommunicationConfigFeedBackEmailAddress (13988)

Recipients email address to receive messages sent from users via the ‘Feedback’ (167) panel that
can be added to dashboards.

Send feedback message anonymously:
strOHCommunicationConfigFeedbackAnonymous (13987)

Determines if feedback messages will be sent personally or anonymously. True: Sending will be
done anonymously. False: Feedback messages will contain personal information (Name, Company,
address).

7 bit transfer encoding for SMTP messages:

No ‘I"icon — create PDOC

Data consists only of US-ASCII characters, that only use the lower 7 bits for each character, to
guarantee that all of the bytes in the content already adhere to the restrictions of SMTP;
therefore, requiring no special treatment from external SMTP for faster processing.

Service backend: strOHCommunicationServiceBackend (13998)
Configures automatic mail sending options for the system log data from in the service backend.

Email: strOHCommunicationServiceBackendEmail (14000)

E-mail address sets the recipient of a daily email containing the previous days system log file that
can otherwise be downloaded via the ‘Support information’ function. The log file contains traces of
transactions and errors to help identify potential issues.

Attachment limit: strOHCommunicationServiceBackendAttachmentLimit (13999)

Maximum size of a log file (in MB) to be sent from the service backend. The default is set to TMB
which may need to be increased for systems with large amounts of daily transactions.
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222 E-mail addresses Tab

The ‘Email-addresses’ tab is where recipient email addresses for various general system
messages such as log files or other alerts are set. The email addresses entered here are the
defaults that can be overwrittenin the ‘Clients’ functionin the ‘E-mail addresses’tab.

Email address upon rejection of terms of use or privacy policy (100 characters max.):
strOHDeclarationManager (14132)

Recipient of system e-mails that are generated when people register and do not accept the general
terms and conditions. This setting serves as the default for the setting in the client.

Email address for the enrollment of users (100 characters max.): strOHstrOHRegistrationManager
(14447)

Recipient of system e-mails from registering people. This setting serves as the default for the setting
in the client.

Email address for license manager (100 characters max.): strOHLicenseManager (14209)
Recipient of system e-mails from the license manager. This setting serves as the default for the
setting in the client.

Email address for user import log file (100 characters max.):
strOHPersonBulkimportLogFileManager (14328)

Recipient of system e-mails during a timed person import. This setting serves as the default for the
setting in the client.

Email address for group import ( 100 characters max.): strOHGroupBulkimportLogFileManager
(14187)

Recipient of system e-mails during a timed group import. This setting serves as the default for the
setting in the client.

Email address for batch assignment of users to groups, courses and clients (100 characters max.):
strOHAssignmentimportLogFileManager (13827)

Recipient of system e-mails that are generated when importing lists in connection with assigning
people to groups, courses or domains. This setting serves as the default for the setting in the client.

Learning plan manager (100 characters max.): strOHLearningPlanManager (14207)
Recipient of e-mails with log files from automatic target group building and registration batch job.

XML groupimport manager (100 characters max.): strOHXmIGrouplmportManager (14582)
Recipient of system e-mails from group import (BU). This setting serves as the default for the setting
in the client.

2.3 General Email Settings in Clients function

The ‘Clients’ function allows many of the general system emails and workflows to be configured
per client. This includes updating default recipients for general system messages as definedin
‘Settings > Configuration > Communication/Mail’ and activating workflows such as sending
emails for new accounts with access credentials. To configure client specific email settings the
selected Client needs to be edit in the ‘Global’ context.
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2.3.1

In the ‘E-mail addresses’ tab are two sections
which are ‘Sender’s e-mail address’ and
‘Recipient of system emails’.

E-mail addresses tab

The four fields in the ‘Sender’s e-mail address’
are used to adjust alter details of enrolment
messages and notifications for trainings
delivered by Providers that have been linked to
the Client. While it is possible to configure
Provider specific Enrolment Messages (triggers
& texts) and Notifications with the same fields
manually populated, it is much easier updating
the four fields and the Learning Suite will
automatically adjust the details on standard
mails when a Provider linked to a Client is
detected. Descriptions of each field are below:

e ‘Sentby’ is usedto specify the email address
for the message sender which will overwrite
the sender configured in the standard
Enrolment Messages and Notifications; E.g.
CustomerSuccess@im-c.com instead of
Administrator email or generic LMS address.

e ‘Sentby alias’is used to display the name of
the sender instead of the email address; E.g.
imc Customer Successteam.

e ‘Replyto’ changes the email address if
recipient choosesto reply to the email.

e ‘Undeliverable’ sets the email address to
receive a notification if an Enrolment
Message or Notification is not successfully
delivered to the intended recipient.

The ‘Recipient of system e-mails’ section
contains matching recipient fields to the
defaults configured in ‘Settings > Configuration >
Communication/Mail’. If values are defined in
the Client then these will take precedence over
the default values. In the case of a multi-client
system multiple receivers can receive generic
emails such as logfiles.

23.2 Settings tab

0 & Customer

Deswigtion  C-mail addres==s  Languages

imc

parcor Scheer

port sourcs setfings

mc Customer Success

Rmply ta (100 characsers ma)

eriuccess@imec ds

00 characters ma)

CustomerSuccessE@m-c.de

Ema iress for email messa

academy@interfaceholding.com

E-mail agdress for goup import (100 characters max)

academy@interfaceholding.com

Figure 2: Client system email recipients

In the ‘Settings’ tab there is one email related setting which is ‘Enable mail sharing’. When ticked
the logged in user will have a ‘Share this course’ option on Course Description pages, normally
accessed via the catalogue, with ability to ‘Copy the link to the clipboard’ or ‘Share this course'.
The latter requires email addresses to be directly entered with multiple possible viacomma
separation and the LMS will send the recommendation. Ability to access the Course Description
page will be determined by Clearances and would require an account to exist or be created.
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] ' Customer & catalog
o F e e b e Learning to make an online course

Description ~ E-mail addresses  Languages  Settings  Access and security  Import source settings < Online course - I progs @ 14Apr 202

Dafautt setting required for course prerequisites at registration
Passed/Concluded Leaming to make an online course

Madmum capacity
on fees 3pply unlimited

Clearance for automatic course enrolment

Automatic camcellation based on ot fulfilled prerequisies
No

#55 bar

Leaming mode

Share this course

ting is enabled the learner will have the option ta e
om the content detail page via mai
- Tutors

Share this course

Email or comma-separated list

#ddd a personal note

Sharing

Figure 3: Client email setting to ‘Enable mail sharing'.

233 Access and Security tab

There are three email related settings in the Clients ‘Access and security’ and these are
important settings with account creation.

H & Customer

Edit Client1 saved: 09-May-2023

Description  E-mail addresses  Languages  Settings  Access and security  Import source settings

LIser enrolment

[[] Display function for self-registration in the portal

Send login data

Email to the administrator responsible for the registration

[[] Permit self-registration for users not included in any authentication source

Enable activation workflow for self-registration

Figure 4: Client email setting related to account provisioning.

e ‘Sendlogindata’ when ticked sends an email to the new user with a welcome email and
local access credentials (username and password). The email is controlled by a System text
(ID 70002) and is only triggered if a generator is used to create either the Login or
Password. For systems or Clients where all users will use a form of single-sign-on to access
the system this option is often deactivated.

e ‘Email to administrator responsible for the registration’ when ticked sends an email alerting
of the new users account registration which can also contain their local access credentials
(username and password). The recipient of the email is defined in the ‘E-mail addresses’ tab
field ‘E-mail address for email messages concerning user registration’.

e ‘Enable activation workflow for self-registration’ sends a verification email to new users who
sign up for an account. The account will only become active once the verification link in the
email has been clicked; alternatively an administrator may manually approve.
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2.4 Email related Personal attributes

When configuring general email settings there are some Personal Attributes to consider. In the
‘Personal attributes’ function enter the search term ‘mail’ to return all email related user
attributes.

imc Content ~ Q @ B & #H A

v Scheer

@, F, @ Personal attributes

My saved searches Search term

D , Al contents ~ | mail Q\ jol Q /(;
Name ¥ Display name ¥ Description & ¥ Form element ¥ Attribute type ~ Required field ¥ Customisable properties
EMAIL E-mail E-mail address System attribute Yes Yes
. EMAILFORWARD Forward internal e-mail to an external address Check box System attribute No Yes
=~ LANGUAGE_ID Default language for e-mail messages Selection list System attribute No Yes
SUPERIOR_EMAIL E-mail of supervisor E-mail address System attribute No Yes
INTERNALMAIL_ADMIN Send administrator message A special role in the messages: h Check box System attribute No Yes
EXCLUDE_RECIPIENT Exclude as mail recipient Notifications, logic mails and cou..  Check box System attribute No Yes

Hits per page 100 |« Page | of 1 Displaying 1-6 of 6

Figure 5: List of email related Personal attribute settings

Each Personal attribute related to emailing is described below:

e ‘E-mail’is the primary email address of the user and is where all default emails would be
sent. By default this is a mandatory attribute, but if needed can be made optional.

o Further email attributes can be configured if more than one is needed; E.g.
Secondary email, SMS email, Emergency contactemail. Any additional email can be
configured as a recipient of emails/

e ‘Forwardinternal e-mail to an external address’ must be ticked for the user to receive emails
to their external email client inbox; E.g. Outlook. If not ticked emails are only accessible via
the LMS inbox.

e ‘Default language for e-mail messages’ determines the language of the email the user will
receive if the email is available in that language. In multi-language systems this is an
important setting and often rules are written to automatically set a language based on
international location. Otherwise, a default language is set to be automatically applied to all
users who can then update language preference in their user profile.

e ‘E-mail of supervisor’ does not allow any specific settings, but it is functional to establish a
supervisor to staff relationship that provides the supervisor visibility of their staff and
approval links.

e ‘Send administrator message’ when ticked allows the user to directly email more than one
user at a time in the LMS; E.g. a course administrator or trainer might require this to email
multiple participants of a course ad hoc emails.

e ‘Exclude as mail recipient’ when ticked will result in notifications, learning logic and course
registration mails only being accessible by the internal mail monitor, but not sent to
intended recipient.

2.5 Email meta tags

There are some email settings controlled by meta tags that can be added to media, courses and
learning path object types. These fields can be found in the ‘Meta tags’ function by searching for
‘Mail’ or ‘Message’. Unlike personal attributes there is no default values that can be set for meta
tags, but only whether the status is ‘Active’ or ‘Inactive’; instead default values are defined in the
Media type, Course type and Learning path type objects.
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i [ 6]
IMC  Peoplev Content~ Assignment~ Tutoring~ Reports Q © =2 &
v v SChERr
Fs
| Meta elements
5 B, @ Metatags
b @ ) Cost centres
My saved searches Search term ‘ Meta tags
[]» |Allcontents ~  mail Jo! o)
e - External service providers
Name & - ID ¥ Form element ¥ Status Classifications
Author email 10965 Meta tag for e-mail addresses v Certificates and notification
Contact 10040 Meta tag for e-mail addresses templates
[[ S 3
Provider
Publishing mode for enrolment e-mail 10730 o
Enrclment forms
Send booking email for learning path courses 11580 Check box
Enrclment form sets
Share e-mail address of the user 11424 Check box

Do

Figure 6: List of email related Meta tag settings.

Each meta-tagis described below:

‘Send enrolment messages’ (10132) when ticked sees enrolment messages and course
notifications sent to learners, their supervisors, and course administrators. The enrolment
messages send in real time based on enrolment status changes; whilst notifications can
also be sent real-time on changes or via scheduled jobs with time-based triggers such as
reminders.

‘Send booking email for learning path courses’ (11580) determines if individual enrolment
messages will be sent to learning path participants for courses where enrolment was due to
an automatic workflow in a learning path. This setting can therefore overwrite meta-tag
‘Send enrolment messages’ (10132).

‘Publishing mode for enrolment e-mail’ (10730) is a functional field available for courses
that is hidden by default and if needed must be added to course types. This optional course
meta tag can be used as a 'condition’ for enrolment message triggers. The default value is
'Not defined' which matches standard enrolment message triggers; so if changing to
'‘Enrolment e-mail for initial publication’ or 'Standard enrolment e-mail' then enrolment
message triggers will require updating.

‘Author email’ (10965) is a non-functional field for capturing the email address of the
contact who authored a media item. If the meta-tagis enabled to be displayed to the userin
the media information then the email will be clickable.

‘Contact’ (10040) is a non-functional field for capturing the email address of the contact for
a course template, course or media item. If the meta-tag is enabled to be displayed to the
user in the media information then the email will be clickable.

‘Share e-mail address of the user’ (11424) relates to LTI media types and determines
whether the e-mail address of the learner is given to the LTI content provider when opening
the tool.

2.6 User list settings

The ‘User lists’ function is generally where personal attribute filters and columns for all
functions and on-screen reports that show user data are configured. One additional settingin
the ‘User lists’ functionis the ability to set with it will be possibleto email selected users directly
using the ‘Send e-mail’ button at the bottom of the screen.
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Global - Users
My saved searches Search term
- | Kevin Min
R A
~ Firstname ¥ E-mail (you will use thisto logintothe sy. ™ Status ¥ Numberofl.¥ LMSrole ~ Company Name~ Country ~ Preferred system la... ¥
Kevin consultant1@im-c.com Active 1 Please sel.. imc United Kingd...  English (GB)
200 | = ‘ |Pag? 1 of 1

Details

Kevin Minion

Profile

Figure 7: Button to directly ‘Send e-mail’ to selected users.

The ‘User lists’ function allows for the ‘Send e-mail’ button to be activated or deactivated per
function. This is done by editing the relevant user list, possibly considering client context if a
multi-client system, and then in the ‘Viewing options’ tab changing the ‘Send e-mail’ checkbox.

H &

User list, user management

Edit Userlist 1

Description Spreadsheets Advanced search criteria Viewing options

Created

Last update Object ID

System Systemn 1

Display user assignments

Send e-mail | @

This allows in the details of the manager to send an email to
the user.

Figure 8: Configuring the ‘Send e-mail’ button in a user list.

3 System text ‘Account’ emails

All emails that are sent by the LMS relating to user account creation or account information
updates are configured in the ‘System texts’ function. Given the large number of system text
wording bundles, the best way to directly identify system text bundles related to account email
messages is to enter the search term ‘contenttemplate700'. It is additionally possible to reduce
the displayed bundles to only email related using the ‘Type’ filter and selecting ‘Enrolment
messages’, but this will return many bundles related to enrolment messages and there is a
better alternative to edit these.

Page 14



imc Learning Suite Email Configuration Guide

.
imc People ¥ Content~  Assignment~ Tutoring v  Reports
s Scheer
D (7 .
@, &, @ |Gobal System texts
My saved searches Search term
L »  All contents = dbsMail_contenttemplate70( 0 ®)
M >~
Language Name dentifier Type
English (GB)
(S
ext
S
‘l'r" Marked ¥ Name 4 ¥ Text context ¥ Active wording
No dbsMail_contenttemplate70002Body Global
Dear $new_user_firstname$ $new_use...
(j v your registration was successful. Your.
Your login name: Suser_login$
£ Your start password: Suser_password$
- 24 Click on the following link to login imm...
Bestregards,
Your Platform Support
No dbsMail_contenttemplate70002plainBody Global SnewLineSDear $new_user_firstnames..
No dbsMail_contenttemplate70002Subject Global Re: Your access data

Hits per page 500 | Page 1 of 1
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Figure 9: System texts related to account credential emails.

There are 33 bundles where the bundle name contains ‘contenttemplate700’ and this equates to
11 emails as each has a bundle for Subject, HTML body and Plain text body.

The key system text emails related to account creations and updates are described below:
70002 — Welcome email with access data for new users that is sent when ‘Send login data’
checkboxin Client function is ticked and either the Login or Password has been generated
by the LMS. This global for all clients and if needed attribute variables can be included to

personalise the emails further.
o Subject: Your access data

70003 — Change of credentials email triggered to a user if their local password has been
changed with one generated by the system. Most commonly this is sent when a user forgets
their password and an administrator manually resets by deleting and saving to

automatically generate a new password.
o Subject: New password

70000 - New account request email to sent to recipient in ‘Email address for email
messages for user registration’ field in the Client ‘E-mail addresses’ tab. The email is purely
forinformation and the administrator would need to log into the LMS to approve the

account.

o Subject: Registration of a new participant

70001 - No licences available email to the licence manager recipientin ‘E-mail address for
licence manager field in the Client ‘E-mail addresses’ tab.

o Subject: Userlicence

70004 - Privacy policy rejection email sent to the recipient in ‘E-mail address upon rejection
of terms of use or privacy policy’ fieldin the Client ‘E-mail addresses’ tab. This email is
important for organisations that use the LMS Privacy Policy feature because if a new user
rejects the Privacy Policy on first login then the account is made ‘Passive’ meaning the user

will be unable to login.
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o Subject: Rejection of privacy policy

e 70005 - Change of credentials email triggered to a user if their login has been changed.
This would be less common than the email sent with 70003 for password changes.
o Subject: New login name

e 70006 - Account activation email reminder containing a link to confirm the account which
relates to the ‘Enable activation workflow for self-registration’ checkbox in the Client ‘Access
and security’ tab. This email is for security to confirm email address of a self-registered user
is correct and the account will remain with a Passive status until the link is clicked.

o Subject: Activating your login information

e 70007 - Account activation email containing a link to confirm the account which relates to
the ‘Enable activation workflow for self-registration’ checkbox in the Client ‘Access and
security’ tab. This email is for security to confirm email address of a self-registered user is
correct and the account will remain with a Passive status untilthe link is clicked.

o Subject: Activating your login information

e 70008 - Account confirmation email sent to recipient in ‘Email address for email messages
for user registration’ field in the Client ‘E-mail addresses’ tab when a self-registered user
confirms their email (70006, 70007).

o Subject: Registration request Snew_user_firstname$ Snew_users_lastname$

e 70009 - Anolder email usedinan ILS2013 backend ‘Forgot your login’ workflow. This has
never been supported in ILP and therefore not usedin ILS14.
o Subject: Yourlogin name

e 70010 - Essentially a duplicate of 70006 reminder email to a newly self-registered account
to confirm their email address when the email activation workflow is enabled.
o Subject: Activating your login information

Each of the bundles can be edited separately to make changes, but it is important not to directly
Edit and Save any bundle that commences with <html>tags as an active HTML sanitizer will
remove all <html> header tags for security reasons and will results in non-recognised HTML in
the email. If needing to update system text bundles that contain <html> tags this can be done in
two ways.

1) Use the System text ‘Export’ function to export a zip file containing a .txt file normally
named ‘exp_##-##_YYYYMMDD' where ##-##is the language code. To do so, firstly
mark the bundles you would like to change using the ‘Flag > Set flag' icon. Once marked
click the ‘Export’ icon which will launch a popup window. If there are existing bundle
changes it is best to use the ‘Active wording’ option to export wording currently in use
and to reduce the amount of bundles in the file select ‘All marked bundles’, then click the
‘Export’ button to generate the zip file. Updating the wording then requires extracting the
.txt file from the .zip file, making the changes to the bundles in the .txt file and saving
using a ‘Save as’ to rename from ‘exp_’ (short for ‘Export’) to ‘imp_’ (short for ‘import’).
Use the ‘Import’ icon to import the newly updated .txt file and then click the green tick
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‘Activation’ icon to complete the update.

g Glabal System texts
My saved searches Search term
» Marked Name Select language rd wording Client wording

No dbsMail_contenttemplate70001Subjer  Please select the language you wish to export. M- User licences N

Yes dbsmail_contenttemplate70002Body English (GB)
German Inew_user_firstnames $new_use
Texts to be exported sgistration was successful. Your ..

5gin name: Suser_loging

Please select the texts that should be considered during the export. tart password: Suser_password$

}nthe following link to login imm
© standard wording |
© Client wording »
© patch wording
® Active wording
© Ghanged wording
Details
Bundles to be exported

q Please select which bundles you wish to export.
dbsMail_contenttemplate70002B6 e ¥ i
O all

® Al marked bundles

user_firstna Cancel

B L L L L | E————————

Figure 10: Exporting marked System texts wording bundles.

Active wording

2) In order to make changes to system texts with <html> tags directly in the GUI and retain
the <html> will require contacting imc Support to request the HTML sanitizer settings to
be temporarily lowered. The image below is an example of how <html> tags can be
stripped out of a system text when saving if the HTML sanitizer is active.
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H &7 dbsMail_contenttemplate70002Body

ext  Name: dbsMail_contenttemplate70002Body

Bundle name
dbsMail_contenttemplate70002Body
Bundle type
Enrolment message
Mote: Pleaze note that your text may not contain inebreaks. Use "<brs"
Select language
English (GB), German

English (GB)

Standard wording

<htmlr<head></head><body marginheight="8" marginwidth="8"
leftmargin="@" topmargin="8" bottommargin="8"><br>Dear
$new_user_firstname$ $new_user_lastname$,<bri<briyour registration

-
was successful. Your access data is as follows:<br>Your login name:
fuser_loginf<briYour start password: fuser_password$<br>Click on o

Transfer text
Client wording
&
Transfer text
Patch wording
#“
Transfer text

Modified text

<br /=Dear $new_user_firstname$,<br /=<br /=Your registration was successful. Your
access data is as follows:<br />Your login name: Suser_login$<br />Your start
password: Suser_password&<br />Click on the fallowing link to login immediately: <a
href="$Link_To_Clix$"=Learning Suite</a=<br /=<br /=Best regards <br /=Your Platform
Support

Figure 11: Example of saving <html> system texts when HTML sanitizer is active.

4 Enrolment messages

Enrolment messages are emails that can be triggered any time a user’s enrolment status for a
course, course template or learning path changes. These emails are completely configurable in

terms of the email text and the trigger conditions.
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4.1 Enrolment Message Texts

The ‘Email Message Texts’ function is where the email templates containing the email subject
and body content are configured. As standard there are just over 50 enrolment message texts
which are all completely configurable and more can be created from scratch or via duplication if
needed. In the ‘Enrolment Messages Texts’ function a preview will automatically display at the
bottom of the page when a single enrolment message text is highlighted. The Preview provides
a good indication of the email layout and the information that is contained within. The clever
use of variable placeholders ensures that the enrolment message texts are personalised with
dynamically updated training and participant information; in the example below the variable
placeholders can be identified as they are surrounded by ‘S’ characters.

i o
IMC  People~ Content~ Assignment~ Tutoring =  Reports Q © =28 & &
s Schoer
P
Panels
& (7
g, @, @ Enrolment Message Texts e
My saved searches Search term — L
L +  All contents - ). )f_} ystem message !5
A
System messages
rd Mail text ID ¥ Subject ~ Contents
x 203 $sharing_user_name$ has shared a learning path template wi a.underline{text-decoration:none;limportant} He System Platform Nne a
1000 Booking Confirmation for User Booking Confirmation Booking Confirmation St management las
" » N it
-~ 1001 Booking Information for Superior Enrolment Information Enrolment Information avigation me!
Fe Configuration
- 1002 Booking Information for Administrator Booking Information Booking Information Scou vou
Scheduled Jobs -
1003 Waitlist Confirmation for User Waitlist confirmation Waitlist confirmation Sco rstn
Suppert information 4
Hits per page: 100 | = Page 1 | ofi Design 52052
. File system simplification
Details
Database archiving
Mail text ID 1000 System texts
Subject Booking Confirmation for User
Content (HTML, i 7 7 Licences
ontent (HTML) Booking Confirmation
SOLR indices
Scourse_name$ Communication

Reasons for cancellation,

exemption and approval
Dear Suser_firstname$ Suser_lastname$, P PP

we are pleased to confirm that you enrolled successfully for the following training Enrolment Messages
Name: Scourse_names ‘ Enrclment Message Texts

Start: Scourse_startdates B

End: Scourse_enddate$ Notifications
Duration of use: Scourse_duration

Location: Slocation_name§ Escalation model

Price: Scourse_priceS
Should you have any questions concemning this training or require further assistance, please

=and an amail tn Sadmin narr

Figure 12: Enrolment message texts function for booking email templates.

Within each message template are ‘Subject’ and ‘Content’ fields (HTML and Text) for each
activated system language. On the right-hand side are folders that contain the variable
placeholders that are used to dynamically update the message content with specific details of
the training or participants. To insert a variable place the cursor in the desired spot within the
field and then click on the desired variable in the folder.

Page 19



imc Learning Suite Email Configuration Guide

imc

parcor Scheer

H 7 Enrolment message text 1000
Edit Enrolment message text 1000
Description
—
Add placeholders to textcursor position
Mail text 1D T ~
1000 [0 Learning mode
Note: Mandatory fields are marked with an asterisk ().
Attachment
d for
Upload file

No file uploaded
Language-specific area
English (GB), German
English (GB)

Subject* (400 characters mazx.)

Booking Confirmation for User

Content (HTML)

B TELES AL U S U USED GUSTI SIS ey

<br> we are pleased to confirm that you enralled suc;
training:<br> </font><table border="0" width=" lspacing="1"> <tr> <td
width="200"><b=><font size="2" face="Arj e: </font=</b> </td=> <td><font
size="2" face="Arial > EEE < </td= </tr> <tr> <td width="200"><b>
<font size="2" face="Arial">Start.</font></b></td> <td><font size="2"

Content (text)

Booking ConfirmationSnewLine$$newLine$ Scourse_nameS$SnewLine$
SnewLineSSnewLine$SnewLineSDear Suser_firstname$
Suser_lastname$,SnewLineSSnewLineSWe are pleased to confirm that you enrolled

successfully for the following training:$newLine$ $newLine$ Name Meta tags
Scourse_name$SnewLine$ Start: Scourse_startdate$SnewLine$ End < X

Course location related
German Top

Enrolment process
Subject (400 characters max.) Supervisor related

Buchungsbestitigung an Nutzer Formatting -

Figure 13: Example of using variable placeholders in Enrolment messages.

Once changes are complete, click ‘Save’ and the changes will take effect immediately.
Some of the more commonly sent message text templates are:

1000 - Booking Confirmation for User
o Condition: Generally sent to participants to advise them of successful self-
enrolments to courses.
1001 - Booking Information for Superior
o Condition: Sent to Superior (email relationship) and BU Supervisors to inform of the
staff member training enrolment.
1013 - Information on Confirmation Request for Superior
o Condition: Sent to Superior (email relationship) and BU Supervisors to request first
approval confirmation a two-step approval workflow.
1019 — New Booking Request for Administrator
o Condition: Sent to Course Administrator (meta tag 10007) to approve the participant
self-enrolment request.
1022 — New Booking Request for User
o Condition: Sent to Participant to confirm if they can attend a training where they have
been Third Party enrolled and training has ‘Third party with confirmation’.
1040 - Booking Confirmation for User
o Condition: Very important as sent to Participant after a Third-Party enrolment has
occurred either by Administrator, Superior/Supervisor or automatic enrolment
workflow.
1058 — Confirmation request for administrator
o Condition: Sent to Superior (email) and BU Supervisors to approve a request when
workflow is ‘Enrolment request with direct enrolment by supervisor'.
1059 - Enrolment request to supervisor
o Condition: Sent to Superior (email relationship) and BU Supervisors to request first
approval confirmation a two-step approval workflow.

= Similarto 1013 which has no standard triggers. Page 20
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e 2000 — Request for an external course to superiors
o Condition: Sent to Superior (email) and BU Supervisors to request approval for
external course created by their staff member from an external course template.
= Can be past forrecording (E.g. for certification points) or for requesting to
attend a future training event not delivered by their own organisation.
e 2001 — Request for an external course to the administrator
o Condition: Sent to Course Administrator (meta tag 10007) to request approval for
external course created by their staff member from an external course template.
» Can be past for recording (E.g. for certification points) or for requesting to
attend a future training event not delivered by their own organisation.

4.2 Enrolment Messages (triggers)

The ‘Email Messages’ function is where the triggers are configured to send enrolment
messages. This is a highly detailed configuration area with over 2000 standard enrolment
message triggers and the possibility create more individually or duplicate the entire set (E.g. for
Provider specific messages). The large number of triggers to send 50 enrolment message
templates is due to the amount of different conditions that can be considered. For example, in
the standard set there are considerations for 20 enrolment statuses, 6 enrolment types, how
enrolment change was triggered (learner, manager, admin, automatically), training type (course
or learning path) and the recipient; However, further options such as ‘Training mode’ and
‘Provider’ can grow the number of triggers very quickly.

.
IMC  People~ Content~ Assignment~ Tutoring~  Reports Q © Eo@ HHE

e

Panels

8, @, @ Enrolment Messages

News

My saved searches Search term

|_ » Al contents v System message

PA » 2
System messages

Enrolment type Mail text ID Status Starting state Target state
System Platform
Mail type Sender Recipient(s Provider management
Navigation
e Enrolment type ~  Starting state ~  Target state ~ Trigger ~ Recipient(s) ~ Sender ¥ Mail type Configuration
Self-enrolment No relation Enrolled Frontend Sadmin_mail$ academy@interf Course Scheduled Jobs
Self-enrolment Na relation Enrolled Frontend Suser_mail$ Sadmin_mail$ Course Suppertinformation
Self-enrolment On the wish list Enrolled Frontend Suser_mail$ Sadmin_mail$ Course Design
Self-enrolment Pre-booked Enrolled Frontend Suser_mail$ Sadmin_mail$ Course File system simplification
Self-enrolment Personal syllabus ~ Enrolled Frontend Suser_mail$ Sadmin_mail$ Course Daiabaseiarchiing
Self-enrolment Reguested Enrolled Frontend Suser_mail$ Sadmin_mail$ Course SIS
L
Self-enrolment Reserved Enrolled Frontend Suser_mail$ Sadmin_mail$ Course feences
SOLR indices
Self-enrolment Reserved forwai..  Enrolled Frontend Suser_mail$ Sadmin_mail$ Course
Self-enrolment Nao relation Enrolled Frontend Suser_mail$ Sadmin_mail$ Learning ‘ Communication
Self-enrolment On the wish list Enrolled Frontend Suser_mail§ Sadmin_mail$ Learning Reasons for cancellation,
exemption and approval
Self-enrolment Pre-booked Enrolled Frontend Suser_mail$ Sadmin_mail$ Learning
‘ Enrclment Messages
Self-enrolment Personal syllabus ~ Enrolled Frontend Suser_mail$ Sadmin_mail$ Learning
Enrclment Message Texis
Self-enrolment Reguested Enrolled Frontend Suser_mail$ Sadmin_mail$ Learning S
Motifications »
Hits per page 100 | = Page |1 of 21 Escalation model of 2096

Figure 14: Enrolment message function for booking email triggers.

In this function the ‘Extended search’ search is very valuable in determining whether there is an

active trigger for a certain condition or to identify under which circumstances a specific ‘Mail

text ID’ (Enrolment message text) is sent. The screenshot above shows filter options for an

extended search and below are descriptions of each filter:

e Enrolment type: Relates to meta tag 10008 that determines the enrolment workflow
selected for courses and meta tags. Page 21
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Mail text ID: Object ID for the email template in ‘Enrolment Message Texts’ function.
Status: ‘Active’ or ‘Inactive’ status of the Enrolment Message triggers.
Starting state: Enrolment status of the user for the training before the change occurred. ‘No
relation’ means they had no existing status to the training. Approximately 20 statuses.
Target state: Enrolment status of the user for the training after the change occurred.
Trigger: How the change occurred.
o Backend: By administrator or automatic course enrolment workflow.
Frontend: By participant self-enrolment.
ERP interface: By an API from another system.
Supervisor: By Supervisor via Catalogue, My Staff or Approval.
Learning path auto-booking: Checkbox in Learning Path syllabus is ticked.
Automatic cancellation due to unfulfilled prerequisites: By scheduled cron job.
o Automatic cancellation for inactive users: By scheduled cronjob.
Mail type: Type of training object; E.g. Course, Course template or Learning path.
Sender: Who mail will be sent by. Can be manually entered email or standard options:
o Sadmin_mail$ will be Course Administrator set in meta tag 10007.
o Ssuperior_mail$ will be the participant’s Superior (Email).
o Stutor_mail$ will be from a course tutor (can be multiple).
o Suser_mail$ will be the participant who's enrolment has changed.
Recipient(s): Who mail will be sent to. Can be manually entered email or standard options:
o Sadmin_mail$ will be Course Administrator set in meta tag 10007.
o Ssuperior_mail$ will be the participant’s Superior (Email) or BU Supervisor.
o Stutor_mail$ will be the course tutors with ‘Email’ checkbox ticked.
o Suser_mail$ will be the participant who's enrolment has changed.
Provider: Course or Learning Path Provider defined in meta tag 10069.
Learning mode: Optional filter. Value is set in Types and Templates ‘Description’ tab.

OO O O O O

In an out of the box configuration the majority of the standard Enrolment Message triggers are
‘Inactive’ and will need to be set ‘Active’ if desired. This can be done manually by editing the
triggers individually or if desiring all to be ‘Active’ you can request thisin animc Support ticket
to be done via script.

4.2.1 Creating or Editing Enrolment Message Triggers

When creating or editing Enrolment Messages there are four tabs with settings to populate as
explained in the following:

1) Description: Where general distribution settings are applied including:

o Mail type: Set if trigger is for a Course, Course template or Learning path.

o Dispatching mode: ‘Send messages automatically’ sends in real time, while
‘Send messages manually (Administrator has to unlock the messages)’ must be
actioned manually in the Course or Learning Path ‘Message monitor’.

o Recipients: Determine who will receive the email. It is also possible for additional
email attributes to be created for user profiles and all will be selectable here and
inthe CC area. ‘E-mail’ allows setting a fixed recipient.

o CC: Determine who will receive the email as a carbon copy. The option ‘Send the
registration to the supervisor’s e-mail address at the following levels’ refersto a
user’s supervisors in a BU group structure.

o Sender: Determines on who's behalf the email will be relayed as the sender.

2) Conditions:

o Enrolment type: Only sends for trainings that have selected value.

o Starting state: The enrolment status of user before the change.

o Target state: The enrolment status of the user after the change.
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Trigger: Condition of how the change occurs; E.g. ‘Front end’ equals learner self-
enrolment and ‘Backend’ equals an admin triggered enrolment.

Identification: Relates to Identifier setin automatic enrolment workflow.
Publishing mode for enrolment e-mail: Relates to meta tag 10730 which can
optionally be added to Course Types and Course Templates. Default value is
‘Not defined'.

Add attribute: A small list of functional settings including Learning Mode as well
as some key functional meta tags such as Provider, Location, Cancellation type
and Planning status.

Add metatag: A larger list of functional and descriptive meta tags that can be
used to identify specific trainings.

4) Contents: Where the Enrolment Message text template is selected.

5 Notifications

Notifications are emails that are triggered by changes other than enrolment status changes and
time-based triggers such as reminders. The ‘Notification’ function contains approximately 80
standard configurable emails that are categorised into folder structures.

imc People v

seiw SCheer

Content~  Assignment~  Tutoring~  Reports Q @ =2 & # &

Systemn messages

@, ©, @ Notifications

N Name
B
Course
Forum

Bookshelf

System Platform
management

¥ Active Visible for Courses and Templates Permit external forwai
Navigation
Configuration
Scheduled Jobs

Support information

=" Competencies

Resources

Design

File system simplification

Course template

Database archiving

Comprehensive notification

System texts

Assignment of a new certificate

Registraticn status information

Licences

SOLR indices

Notification for new members of staff

] standard information for new platform users L
Reminder emails
(] standard reminder [

On-the-job training

Channels

— — - Communication

Reasons for cancellation,
exemption and approval

Enrolment Messages
Enrclment Message Texts
| Notifications

Escalation model

Figure 15: Notification structure for event driven emails.

When the folder structures are expanded the notifications within can be seen along with three
checkboxes as described below:

e Active: When ticked the Notification will be sent.

e Visible for Courses and Templates: When ticked enables the Notification to be visible and
then activated for desired Course Templates and Courses.

e Permit external forwarding: When ticked forwards the notification to the recipients external
mailbox; E.g. Outlook. Page 23
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The folder structures and notifications within are described below:
e Course: Detailed list of Course related notifications based on many trigger conditions.

O

(51) ‘A new default feedback form is available’ in a course that can be completed.
The term ‘Default’ refers to a setting within the Feedback Form.

(53) ‘A new event feedback form is available’ for an Event in a course. Note: The
ability to add a feedback form to event was deprecated in ILS14.

(52) ‘A new transfer feedback form is available’ in a course that can be completed.
The term ‘Transfer’ refers to a setting within the Feedback Form.

(11) ‘Standard notification by changes to the start or end date of a course module’
notified active course participants when a media component has a date change.

(86) ‘E-signature password misuse’ relates to a course security function set with
meta tag 10196 that when active requires the participant to login at the end of the
course with their local username and password. The notification can be configured
to distribute based on exceeding incorrect attempts or time to correctly enter.

(50) ‘Standard notification to the exceeding deadlines of course modules’ rel ates to
scheduling of course components to be completed by a set date or x day after
enrolment. This can be triggered based on x days before or after due date.

(144) ‘Feedback form reminder for the supervisor' relates to Effectiveness Check
function where the supervisor is required to provide pre or post training feedback for
their staff member; E.g. feedback on goals or if improvements are visible.

(54) ‘Defined period prior to final feedback submission’ sends a reminder to course
participants to complete a feedback form before a scheduling deadline.

(56) ‘Reminder: event feedback form’ sends a reminder to course participants to
complete an Event feedback form before or after a scheduling deadline. Note: The
ability to add a feedback form to event was deprecated in ILS14.

(55) ‘Reminder: transfer feedback form’ sends a reminder to course participants to
complete a feedback form before or after a scheduling deadline. The term ‘Transfer’
refers to a setting within the Feedback Form.

(101) ‘Standard notification after course enrolment’ is a flexible notification typically
used to remind users of their enrolment where they are yet to start (Status still
‘Enrolled’) the course x days after enrolment.

(1) ‘Standard notification to former administrator’ triggers for non-cancelled or
concluded courses to notify the former administrator when the Course Administrator
has been changed; relates to meta tag 10007.

(2) ‘Standard notification to new administrator’ triggers for non-cancelled or
concluded courses to notify the new administrator when the Course Administrator
has been changed; relates to meta tag 10007.

(4) ‘Standard notification to new tutors’is used to alert tutors when they have been
assignedto a Course viathe ‘Tutors’ tab.

(3) ‘Standard notification to previous tutors’ is used to tutors when they have been
removed from a Course via the ‘Tutors’ tab.

(140) ‘Notification to administrator if participants do not fulfil prerequisites’ alerts
the Course Administrator if metatag 11801 is ticked and a participant has failed to
meet the Course Prerequisite x days before or after the date set in metatag 12073. A
related ‘Prerequisite check’ meta tag 11836 can also be activated to visually aid
identifying participants that do not meet prerequisites.

(139) ‘Notification to participants regarding the upcoming cancellation due to non-
fulfilment of prerequisites’ alerts the Participant if meta tag 11801 is ticked and the
participant has failed to meet the Course Prerequisite x days before or after the date
setin metatag 12073.

(141) ‘Notification to tutors if participants do not fulfil prerequisites’ alerts the Tutors

if metatag 11801 is ticked and a participant has failed to meet the Course
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Prerequisite x days before or after the date set in meta tag 12073. A related
‘Prerequisite check’ meta tag 11836 can also be activated to visually aid identifying
participants that do not meet prerequisites.

o (13) ‘Standard notification prior to end date of a course module’ is used to notify
Participants of a non-completed course component x days before or after the
component end date which could be via scheduling.

o (12) ‘Standard notification prior to start date of a course module’ is used to notify
Participants of a non-completed course component x days before or after the
component start date which could be via scheduling release.

o (7) ‘Standard notification to participants’is used to notify select Participants x days
before or after the course end date which could be a fixed date (date dependent
course) or a flexible date (duration of use course).

o (8) ‘'Standard notification to tutors’is used to notify Tutors x days before or after the
course end date.

o (102) ‘Notification to administrators if minimum number of participants has not yet
been reached’ is triggered when the number of enrolled participants is lower than the
value setin metatag 10121 x days before the course start date. This is valuable to
have administrator either chase more participants or cancel the course.

o (5) ‘Standard notification to participants’is used to notify select Participants x days
before (or after) the course start date and is typically used as a reminder including
specific details such as preparation or arrival instructions.

o (1107) ‘Standard notification to participants with QR code’ is used to remind
Participants x days before the course start date and provide a QR code that can be
scanned on arrival to the course session to track attendance.

o (6) ‘Standard notification to tutors’is used to notify Tutors x days before (or after)
the course start date and is typically used as a reminder including specific details
such as preparation instructions.

o (143) ‘Feedback notification to supervisor after submission of learner’ is sentto a
participant’s supervisor after the submission of a transfer feedback form and the
supervisor's feedback is active. Relates to the Effectiveness Check function.

o (1106) ‘Notification about attachment of a participant in regard to a task’is sent to
Tutors with ‘On-the-job training’ checkbox ticked when a participant uploads an
attachment to an On-the-job Training Task.

o (1104) ‘Notification about feedback from a participant in regard to a task’ is sent to
Tutors with ‘On-the-job training’ checkbox ticked when a participant enters feedback
to an On-the-job Training Task.

o (1105) ‘Notification about feedback of a tutorin regard to atask’is sentto a
Participant when a Tutor with ‘On-the-job Training' checkbox ticked provides
feedback to an On-the-job Training Task.

o (98) ‘Notification about attachment of a tutorinregard to a task’ is sentto a
Participant when a Tutor with ‘On-the-job Training’ checkbox ticked uploads an
attachment to an On-the-job Training Task.

o (94) ‘Status change for a task’ is a flexible notification that it can be duplicated to
trigger by any desired task status change and be received by the Participant, Tutors
or a Participant’s Supervisor.

o (93) ‘Status change for a training’is a flexible notification that it can be duplicated to
trigger by any desired On-the-job Training (template) status change and be received
by the Participant, Tutors or a Participant’s Supervisor.

o (10) ‘Standard notification by publication of course news’ is used to alert course
Participants and/or their Supervisor when news articles are listed against the course.
To view News articles on a Course requires the ‘News' panel to be active in the
detailed Course Room.
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(9) ‘Standard notification on feedback forms that have not been submitted after the
course has ended’ serves as a reminder to Participants and/or their Supervisor x
days after Course conclusion to complete an open Feedback Form.

(1001) ‘Changes to a non-cancelled course’ is one of the most commonly used
notifications as it can notify all users (Participant, Supervisor, Tutors, Admin)
involved in a Course of just about any change to settings and meta tag values.

e Forum: Relates to activities occurring in media objects of type ‘Forum’.

O

(22) ‘Standard notification by deletion of a forum’ alters the listed Moderator of a
forum when it is deleted including details of who deleted the Forum. These are Client
specific notifications where a value must be set in the ‘Recipient(s)’ tab

(21) ‘Standard notification to new moderators’ alerts Moderators when they have
been assigned to a published Forum. These are Client specific notifications where a
value must be set in the ‘Recipient(s)’ tab.

(20) ‘Standard notification to previous moderators’ alerts Moderators when they
have been removed as Moderator of a published Forum. These are Client specific
notifications where a value must be set in the ‘Recipient(s)’ tab.

(23) ‘Standard notification of a new entry’ is used to alert Forum Moderators and/or
Course Participants (where the Forum is assigned) of any new entry.

(540) ‘Standard notification for a response to an individual message’ is animportant
notification if Forums are used as it alerts users to when one of their topics or
threads are responded to. The recipients can be the Forum Moderator, Topic Creator,
Original Poster or Course Participants.

(24) ‘Standard notification for aresponseto message’ is an important if Forums are
used as it alerts users to when one of their messages are responded to. The
recipients can be the Forum Moderator, Topic Creator or Course Participants.

e Bookshelf: Notification related to the Bookshelf function.

O

(31) ‘Standard notification for the new reading recommendation’ is triggered when
an Administrator assigns a media item to a user’s Bookshelf which could be
individually or bulk by Group assignment. The Bookshelf function must be activated
for this to be possible and a Bookshelf panel must be added to an internal
dashboard for the user to access the content.

e Competencies: Notifications related to Job Profiles, Skills and Certifications.

O

(136) ‘Certification due in x days and not completed’ serves as a reminder to
Participants and/or their Supervisor that the Participant is yet to achieve time or
point requirements of an assigned Certification x days before or after the
Certification due date. Certificationis a licenced add-on module used for tracking
accredited certifications such as IDD, CPE or CPD.

(77) ‘Confirmation/denial by superior’ advises users of the outcomes when their
Supervisor assesses any Self-assessed Skill ratings; E.g. Confirmed or Denied.

(76) ‘Confirmation request by staff member’ alters Supervisors when their staff have
self-assessed Skills that subsequently require Supervisor approval.

(33) ‘Job profile changed by supervisor' is used to alert users when Job Profile
assignments have changed which could be adding, removing or status update by
either their Supervisor, an Administrator or systemrules.

(32) ‘Job profiles added by staff’ alerts Supervisors whenever their staff have self-
assigned any Job Profiles. The Supervisor is then able to Confirm or Rejectin the My
Staff function.

(134) ‘Notification of non-evaluated self-assessment’ allows configuring a series of
reminder emails to request a user to self-assess all of their assigned Skills that allow
self-assessment. This could be used in the context of competency frameworks
where staff members would self-assess themselves in several categories and then
their Supervisor would also assess.
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(135) ‘Notification of non-confirmed skills’ allows configuring a series of reminder
emails to Supervisors that they need to assess some Skill self-assessments of their
Staff. The Supervisor would then able to Confirm or Reject the Skill self-assessments
of their staff in the My Staff function.

(75) ‘Skill expires in x days’ is an important notification to create reminders for staff
and their Supervisors when there are Skills with pending expiries or required Skills
that have lapsed. These Skill expiry dates can be extended via training completion or
via manual assessment.

e Resources: Notifications related to Resource Management.

O

(73) ‘Standard notification to indicate that a participant-specific reservation has been
accepted’ when booking of a Resource of type Person which is normally a Tutor
where the resource is linked to a user.

(46) ‘Standard notification to the cancellation a resource booking’ sent to the Course
Administrator on Course saving when an assigned Resource has been removed.

(45) ‘Standard notification to the cancellation of the booking specific to participants’
alters the Course Administrator if the booked ‘Person’ Resource is no longer user-
specific and has been cancelled.

(42) ‘Standard notification to the cancelation of the divisibility’ sent to a Course
Administrator with a booked Resource that was divisible where it could be booked
multiple times simultaneously, but the divisibility has now been cancelled.

(43) ‘Standard notification to the cancelation of the shareability’ sent to a Course
Administrator with a booked Resource that was divisible where it could be
booked/shared multiple times simultaneously, but the shareability has now been
cancelled.

(41) ‘Standard notification to the change of the availability’ sent to a Course
Administrator when a Resource’s availability period has changed; E.g. the booking
days or hour range.

(44) ‘Standard notification to the change of the maximum number of bookings at one
time’ notifies the Course Administrator when a booked Resource has been updated
with a change in the ‘Maximum number of bookings’ field and saved.

(40) ‘Standard notification to the deactivation a resource’ notifies a Course
Administrator of a Course where the booked Resource has become ‘Deactivated’.
The email will trigger immediately when the Resource is saved.

(74) ‘Standard notification to indicate that a participant-specific reservation has been
refused’ is sent to the user that requested the booking and the Resource has
declined the booking.

(47) ‘Standard notification to the off time aresource’ is an alert send to Course
Administrators where there is a booked Resource for their Course and the Resources
non-availability periods have changed.

e Course template: Notifications for pre-booked users on course availability.

O

(49) ‘Standard notification to the new available courses’ allows creating a series of
time-based notification alerts every x days/weeks/months to notify users when there
are new Courses available for the Course Template they are Pre-booked on. Pre-
booking or Personal Syllabus statuses are often related to compliance workflows
where users are required to complete a Date Dependent compliance course, or
where the user is interested in attending a Course at a different date or location.

(80) ‘Notification for newly available course instances’ immediately notifies users
with a Pre-booked and/or Personal Syllabus status on a Course Template as soon as
a new Courseis released.

e Comprehensive notification: Currently for Certificate availability.

O

(57) ‘Assignment of a new certificate’ notifies Learners when they have received a
new Certificate; E.g. through completion of a Course, Learning Path or Test.

e Registration status information: Messages relate to compliance training workflows.
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(81) ‘Standard information for new platform users’ is predominantly used as a once
off message to provide new users a day or so after account creation (Enrolment
date) details of the initial compliance-based training courses they need to complete
and by when. The trigger conditions are quite flexible as are the content and user
filtering options to achieve further specific workflows.

(84) ‘Standard reminder’ is the notification required to send the Escalation Model
messages mentioned earlier in the document. This notification allows configuring
Conditions and Filters like other notifications, but it is not possible to update
notification text as this is determined in the selected ‘Escalation Model'. It is
common to duplicate this notification to consider differing Escalation Models for
Participants and their Supervisor as well as the different enrolmentidentifiers.

e On-the-job training: Relates to directly assigned On-the-job Trainings (not via Course).

O

(95) ‘Change to the start or end date for a training’ is used to notify the Staff
member, Mentor, Supervisor or HR group member when the start or end times of a
directly assigned On-the-job Training have been changed.

(99) ‘Notification about a new training’ to alert the Staff member immediately once a
new On-the-job Training has been assigned. The notification can also be sent to the
Staff member’s Supervisor, the On-the-Job Training Mentor and/or HR group
members.

(1103) ‘Notification about attachments from a staff member inregard to a task’ is
sent to Mentors when a Staff member uploads an attachment to an On-the-job
Training Task.

(1101) ‘Notification about feedback from a staff member in regard to a task’ is sent
to the Mentor immediately after the Staff Member enters feedback within an On-the-
job Training Task.

(1102) ‘Notification about feedback from a mentor in regard to a task’ is sent to a
Staff member when a Mentor provides feedback to an On-the-job Training Task.
(97) ‘Notification about attachment by a mentorinregard to a task’ is sent to a Staff
Member when the Mentor uploads an attachment within an On-the-job Training Task.
(132) ‘Notification before the end of a training module’ is used to alert the Staff
Member x days before the end date of a non-completed On-the-job Training to
complete the tasks. The notification can be duplicated to additionally notify the
Mentor, Supervisor or HR team.

(131) ‘Notification before the start of a training module’ is used to remind the Staff
Member x days before the start date of a pending On-the-job Training. The
notification can be duplicated to also notify the Mentor, Supervisor or HR team.

(96) ‘Notification in the event of a mentor change’ can used to notify all users
involved with the directly assigned On-the-job Training when the Mentor has been
replaced; this includes the Staff member, Mentor (new and old), Supervisor and HR
team.

(92) ‘Status change for a task’ is a flexible notification that it can be duplicated to
trigger by any desired task status change and be received by the Staff Member,
Mentor, Supervisor or HR team.

(91) ‘Status change for a training’ is a flexible notification that it can be duplicated to
trigger by any desired On-the-job Training (template) status change and be received
by the Staff Member, Mentor or Staff Member’s Supervisor.

e Channels: Messages related to Channels function.

O

(146) ‘New channel content available’ is sent to users who have subscribed to a
Channel and new Media items have been assigned to the Channel.
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5.1 Creating or Editing Notifications

The ability to create new notifications is limited due to the complexity of trigger conditions and
mainly duplication is used to replicate time-based reminder notifications. When creating new
Notifications it's only possible to do so for Courses with conditions of a meta tag changing from
one value to another.

e Description: Name can be altered for admin purposes as name is not seen by recipient.

e Conditions: Allows altering trigger settings related to the notification; E.g. status or days.

e Filter: Usedto further limit circumstances for which the notification is sent based on meta
tag or personal attribute values.

e Content: Is where the email subject, body text and sender details are composed. Variable
placeholders are used to make the notifications dynamic and the sender details can
dynamically update when a filtered Provider is linked to a Client.

e Recipient(s): Checkboxes can be ticked to select the ‘Dispatching mode’ (automatic or
manual by course administrator) and who is to receive the notifications. The available
recipients can change for different types of notifications.

When creating or editing Notifications the use of variable placeholders ensures that the emails
are personalised with dynamically updated training object and user information. Unlike
Enrolment Message texts the standard Notifications are produced in plain text, but they can be
created or updated in HTML; However, if updating Notifications to HTML the sanitizer must be
disabled to retain <html> headers upon saving. Within the Notification ‘Content’ tab are ‘Subject’
and ‘Content’ fields for each activated system language. On the right-hand side are folders that
contain the variable placeholders that are used to dynamically update the message content with
specific details of the training or participants.

© [} [ Notifications @ e

Description Condition Filter Motification Recipient{s)
I
4 Add placeholders to textoursor position
Use provider-specific e-mail settings LI wae
Select language: y Extem act
English (GB), German —
. y Eute =
English (GB) -
y Extern em |
Subject* {800 characters mas. -
] Hours
Start of the course Scourse_name$ —
Text* =j Language
Dear Suser_names, SNL3SNLSThisisa reminder that your course Scourse_name$ . Leaming ~
starts on the Ssourse_startdatesm nsure you are prepared for the =
training SNL33MLSKInd regards,3 M am3MLSSNLSThis is an s Link
automatic notification. Please do not reply to thi is address can only — -
send messages. Lir R code f endance trackir
= Location (free text, only used for old courses

| Location list

= Mame

Figure 16: Inserting a variable placeholder into a notification text.

5.2 Course specific Notifications

With ‘Course’ Notifications these can actually be individually adapted per course in the ‘Course
Templates’ and ‘Courses’ menus using the ‘Edit notifications’ icon. In these menus all course
Notifications that are ticked as ‘Active’ or ‘Visible for Courses and Templates’ will be available
for further editing or adjusting the ‘Active’ status. Editing a course specific Notification pro%gq%
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the exact same tab options as editing via the ‘Notifications’ function. When editing the course
Notification via the Course Template function the changes made to the N otifications will
automatically be inherited by Courses later created from the Course Template; whereas any

changes made directly via the Courses function will only be visible for the single Course.
oy LMs Classroom Training
. Notification Active
7
Course

Notification related to course start

¥ o

1o participants

] standard notification to participants
Availability of feedback forms

New default feedback forms available

] A new default feedback form is available [
Feedback form reminder

Reminder: deadline for default feedback

Reminder: deadline for event feedback

] Reminder: event feedback form

Feedback form reminder for the supervisor

'] Feedback form reminder for the supervisor
User-defined notification on course changes

Notification after course enrolment

Figure 17: Altering default course notifications per course.

5.3 Notification Scheduled ‘cron’ Job

Where Notification distribution is triggered by a time-based condition there is a scheduled ‘cron’
job. Crons are jobs that can be scheduled to run automatically at desired times or manually
triggered to perform background software tasks. The use of crons is very common in web-
based applications and the imc Learning Suite is no exception with a large amount of jobs to
process on aregular basis including Notification distribution which is one of the larger jobs.

The cronis configurable in the ‘Scheduled jobs’ function and is called ‘Notification’. In terms of
the cron timings the imc Learning Suite uses a '‘Quartz' cron format that allows scheduling by
seconds, minutes, hours, day of month, month, days of week and year. Typically, imc
consultants would recommend that the Notification cron be configured to process somewhere
between 7am to 9am which is after other important jobs have run and before the users work
day.
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Scheduled Jobs N
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| ] &ll contents - }"] )':J System Platform o
“ management
/‘ Job name & T Processor name T Cronexpression ™ Current status T Ew o
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ificati 5 ime.cli c y.certification job.Ce... *% 7 Wi G -

x CertificationReset de.ime.clix.comp.competency.certification job.C o001 WAITIM Ne Configuration

CheckSolravailability de.ime.clix.core. solr. SolrAvailabilityCheck.Job 00/5***? TEMPORARY MNc | Scheduled Jobs

CleanUpMailingMotificationMonitor de.ime.clix.comp.notification job.CleanUphailing..  Manually Trigg... TEMPORARY MNc Support information

CreateSolrindex de.ime.clix.core.solr.CreateSolrindexJob *POPEnN WAITING Ne Design

DefauliTempDirDeletellsEntries de.imc.java.io job.DefauliTempDirDeletellsEntries.. 0161**7 WAITING MNc File system simplification

Delete users job de.ime.clix. person.delete. DeletelUsers Job 003**2? WAITING Nc Database archiving

MailMonitoringStaggering de.ime.clix.comp.internalmailing job.MailMonitor...  Manually Trigg... TEMPORARY MNc System texts

Notification de ime.clix.comp. notification job NotificationJab WAITING Mo Licences

Figure 18: Scheduled cron job required to send notifications with time-based triggers.

Note: If the 'Scheduled jobs' menu is not available it can be configured in the 'Navigation' and
would normally be created in the 'Settings > System platform management' folder with the
identifier 'm_jobs'. Further information on forming a quartz cron can be found at
https://www.freeformatter.com/cron-expression-generator-quartz.html.

6 Escalation Model messages (Compliance)

Automatic enrolments for Courses and Learning Paths can trigger a series of reminder emails
participants and their supervisor when compliance training has not been completed x days
before or after a training completion due date. These triggers and the message text are
configuredin a function called ‘Escalation model’ and then once configured can be added as a
condition in the ‘Standard reminder’ Notification in the ‘Registration status information /
Reminder emails’ folder. The Escalation Model basically is used to define interval of the
reminder notifications to the participant and subsequent escalation messages to the
participants’ supervisors when training is not completed.

When creating an Escalation Model it is possible to manually configure the desired intervals or

select to have a daily reminder. The options are described below:

e Escalation messages: This option requires individually creating each escalation message
including the trigger (x days before/after), the subject and text. Due to the repetition of
creating multiple messages for different days, it can be more efficient copying the ‘Text’
field message content to paste into subsequent reminders.
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CR=l= Escalation model

Mew: Escalation message

Details
I
Add placeholders to textcursor position
=] Supervisor

[£] Supervisor
[2 supervisor Personalnummer

A Title

Note: Mandatory fields are marked with an asterisk (*)
Escalation time (in days befere {-) or after (+) due date)* (4 characters max.)

-14
[[] Read receipt
O Priority

Language-specific area:
jieh 08 [ Type of authentication
English (GB), German :

ype of deregistration

English (GB) Top
e of most recent ogin
Subject* (800 characters max.)

You have 14 days to complete your course ype of user

[ update
Text*
Hi Suser_firstnames$, [ User time zone
This is a reminder that $training_name$ is due for completion on the B0 supervisor related
Sregistration_due_date$.
hd M Escalation messages

] Course name
German op

] Due date
Subject (B0O characters max.)
[0 End of course list
Enrolment identifier
Text _]

A Frarnlment statis (nf current atatie)

Figure 19: Configuring of a ‘Escalation message’ where individual trigger days are defined.

e Daily reminder: This option only requires entering a period of days before and days after the
participant due date for a single email text block to send. With this approachitis simpler,
but does not allow gradual stepping up of the escalation; E.g. slowly increasing frequency or
setting read receipts.

H & Escalation model

New: Escalation mode:

Description Escalation messages Daily reminder
——
< Add placeholders to textcursor position
Daily reminder
User related
Escalation time {in days before (-) or after (+) due date) (4 characters max.)
7 Supervisor related
Escalation messages
Maximum escalation time (4 characters max.)

+7 E] course name

[] Due date
[ Readreceipt

[ End of course list
Pricrity

) Enrolment identifier
Language-specific area:
English (GE), German j Enrolment status (of current status)

[ start of course list

English (GB) Ton
o Formatting
Subject (800 characters max.)
Please complete your training ] New Line
E Tab

Text

Hi Suser_firstname$,SNLSSNLSPlease complete Straining_names by
Sregistration_due_date$.SNLSSMNLSRegards, SNLSLMS Admin Team

Figure 20: Configuring a ‘Daily reminder’ escalation message.
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Once the Escalation Models are saved they are selectable in the ‘Condition’ tab of the
Notification ‘Standard reminder’ (84) that is found in the ‘Registration status information >
Reminder emails’ folder. The ‘Enrolment status’ conditions would normally include ‘Enrolled’, ‘In
progress’ and ‘Personal syllabus’. The ‘Identification’ is set in the automatic enrolment workflow
to set the completion expectation.

IMC  Peoplev Content~ Assignmeni~ Tutoring~  Reports Q @ =3 & #H &

e SehoRr

. . System messages
@ ! [y Notifications
- Edit Standard reminder (Motification 84
e " ‘ ! System Platform
Description Condition Filter User filter Motification Recipient(s) management

——
MNavigation

Cenfiguration

Please select the escalation model for reminder e-mails Scheduled Jobs
7 day reminder hd Support information
Design
Enrolment status File system simplification
Database archiving
Concluded
Confirmed System texts
Enrolled Licences
Failed
) SOLR indices
] In progress

Not confirmed o
Communication

O
O
O
O
[
O
[ Personal syllabus
O
O
O

Requested Reasons for cancellation,
Reserved for waiting list exemption and approval
Waiting Enrolment Messages

Enrolment Message Texts
Identification

[0 Mot defined Notifications

[ Required -

0 o?i'i'nz Escalation model
[] Compliance

Figure 21: Notification for ‘Standard reminder where Escalation model is selected.

7 Learning Logic Messages

In Courses and Learning Paths rules known as ‘Learning Logic’ can be defined to determine how
learners progress through the syllabus components. With Learning Logic rulesitis possible to
send emails with a custom configured message to the Participant, Supervisor, Tutor or Course
Administrator. For example, emails can be sent to a Participant if they pass a test to instruct on
next steps or to their Supervisor if they fail the test. With these notifications the variables
available are limited mainly to describe the component and participant’s status.
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® B ILS Champion Training 1

sion dependent on status: Onboarding Test Test

Condition Edit: Fﬂ“ﬂ"'l-lp

Please define actions to be triggered when cor

4 ‘

Number of attempts Dispatching mode
@® Send messages immediately if this subsequent action applies
Follow-up action ) Send messages manually. (Messages must be forwarded by administrator.)

Notifications

Failed Note: You can insert placeholders to your texts for displaying parameters which are not yet known.

Passed/Concluded German (Administrative, Basis, Default) Top Hluded

Send message to Course participant

Available placeholders

Message (3500 characters max.)

Hi Sparticipant_names$,

Congratulations on passing the Test with Scomponent_result$. As you have
$Scomponent_status$ the course will now be complete.

Regards,

LMS Admin Team

German (Administrative, Basis, Default)
T send message to Course administrator

Message (3500 characters max.)

Passed/Concluded:
- Conclude course.
Note status: Passed/Concluc

German (Administrative, Basis, Default) Top

[J Send message to course tutor Available placehalders

Message (3500 characters max.)
Participant name
Status of component v

==

Figure 22: Creating a custom email within a Learning Logic rule in a couse syllabus.

Note: Learning Logic is configured in the ‘Components’ tab of Courses and the ‘Syllabus’ tab of
Learning Paths by selecting a component, clicking the ‘Edit’ icon, selecting ‘Learning logic’ and
‘Definerule’.

8 Internal Mailbox

The internal mailbox is accessed via the ‘Messages’ icon and displays all emails sent from the
LMS to the user including training enrolment messages and various event driven notifications
such as reminders or report subscriptions. Within the ‘Messages’ function the user may search
for emails, delete emails and reply to personalised emails sent by training administrators or
tutors. These emails are generally also sent to external mailboxes as well if ‘Email forward’
attribute is ticked and notifications ‘Permit external forwarding’ is ticked. If there are unread
emails the number will be conveniently displayed. Currently there are no further configuring
settings directly related to the ‘Messages’ mailbox to control options.
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System 25 Apr 2023 14:45
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Booking Confirmation
System 25 Apr 2023 14:45
» Generierung der Zielgruppe abgeschlossen
S TR Booking Confirmation
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» Booking Confirmation for User

System 9 Apr2023 09:10
» Generierung der Zielgruppe abgeschlossen Dear ime Super,
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Name: Sicherheitsinfos zu AAQS(Kopieren)
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Figure 23: View of a user's ‘Message’ internal inbox show received messages.

9 Email Monitoring

Enrolment Messages and most Notifications sent by the LMS are tracked so they can viewed or
resent by system administrators if needed. Emails not tracked are ones related to account
credentials or directly sent messages.

9.1 System Messages viewer

The ‘System messages’ function is a central log where System Administrators are able to view
all recorded messages. Here messages can be viewed in either a ‘Recipient-centered view' or
‘Chronological view' tab.

e Recipient-centered: User-based view where searching is based on user first name, last name
oremail. Here it is possibleto bulk select users and clicking the ‘Show system messages’
icon will display a list of all Enrolment Messages and Notifications sent to the selected
users ina new tab/s. Details will include the sent date, message subject and status. If
needed messages can be directly resent or edited before resending.

e Chronological: Time-based view where searching is based on a date range, message type,
status or specific Notifications. Here it is possible to ‘Show recipients’ of messages sent at
specific times with details including the sent date, message subject and status. If needed
messages can be directly resent or edited before resending.
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Figure 24: System message monitor to view all Enrolment messages and Notifications by user or time.

9.2 Course Message monitor

The ‘Message monitor’ for Courses is available via the ‘Notifications’ icon. Here all Enrolment
Messages, Notifications and Learning Logic emails specific to the selected Course can be
found. Like the central ‘System messages’ monitor there are options for both ‘Recipient-centred
view’ and ‘Chronological view'. This feature provides Course Administrators the abilityto view
all messages sent for their Courses to ensure emails are being correctly distributed. If there are
errors they will be tracked in the ‘Status’ column and the Course Administrator will be able to
attempt a ‘Resend’ or request a log file investigation to help identify the potential cause of the

error.
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All contents v

s o
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o
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; ) Notifications JCkS 30-Jun-20220..  Booking Confirmation for User sent 1
: 02-Jul-2022 0..  Booking Confirmation for User error 1

Figure 25: Course specific ‘Message monitor’

to view enrolment messages and notifications.
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10 Feedback email

If desiring a ‘Feedback’ or ‘Contact’ email link for users to send messagesto an internal
support/admin team there are two ways to achieve this which are via a panel or navigation.

10.1 Feedback Panel

There is a standard panel called ‘Feedback’ (ID 176) that can be added to internal dashboard
pages. When editing the panel it allows entering a Description that displays to users prior to

clicking a ‘Submit feedback’ button and selecting some attributes that will prepopulatein the
message to help advise who the senderis.

@ ©, @ Panels

My saved searches Search term
v  Feedback
»  Allcontents R L

Name v ID ¥ Updated v Type ~ v

164 12-Apr-2016 08:00  System panel

AL Feedback panel 176 12-Sep-2022 09:33  System panel
Badge panel 18-May-2 o
] » Feedback panel
Certifications 178 07-Aug™2a = Edit Systempanel176 saved: 12-Sep-20
Job profile requirements 179 01-Jan-2{ Description  Attributes
—_—
Effectiveness check 180 16-Jul-2Q Name Description Form element
Task management 181 24-Aug-2| LASTNAME Last name Text field
Future recertification 182 03-Sep-2( ¢ FIRSTNAME First name Text field
.
Hits per page 100 | = Page 1] W COMPANY_FREETEXT Company Name Text field

- EMAIL E-mail (you will use this to login to the syste..  E-mail address

Figure 26: Configuring of a ‘Feedback’ panel with adding attributes.

Below is an example of how the feedback panel appears on an internal dashboard page.

ImcC Home Catalogue People~  Content~  More Q @& =2 6 # @

Learning Connect

Feedback and Content Suggestions

Please do not hesitate to provide us with feedback to help us understand what you would like to see improve on Learning Connect. Simply create a new
feedback with suggestions, concerns or questions. You also have the option to attach images.

Submit feedback

Figure 27: Display of a ‘Feedback’ panel on an internal dashboard page.

When the ‘Submit feedback’ is clicked a form is launched with a free text box ‘Please enter your
feedback’ and the attribute values defined in the ‘Attributes’ tab of the panel are displayed pre-
populated with details from the logged in user’s profile.
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Feedback X

Last name

Fuller imc

First name

Paul

Company Name
imc Pty Ltd

E-mail (you will use this to login to the system)
Paul.Fuller@IM-C.COM

Please enter your feedback.

B I US| = ﬂ B

Figure 28: Example of a ‘Feedback’ panel message form.

When feedback is submitted it is sent to the email address configured in the master Client ‘E -
mail address’ tab setting ‘Email address for user feedback’.

10.2 Navigation ‘Feedback’ or ‘Contact’ links

A ‘Feedback’ or ‘Contact’ link can additionally be configured directly in the system navigation
using a ‘Special function’ menu that when clicked launches a feedback message form.

ImcC Home Catalogue People~ Content~  Assignment~  Reports Q © =B & #H @

Learning Connect

System Platform

@, B, @ Navigation management
Navigation
My saved searches Search term
[+ Allcontents - 2 o Configuration i A
.,‘ » Name ~ Category icon ¥ lcon ¥ Type ~ Status ¥ Support information
[-] Request personal data Detault menu 4l Design a
x [ Contact Dashboard o File system simplification
’r [ iLS Support Desk External link Database archiving
¢ [] Newsletter Sign Up External link System texts
~ [ Delete profile Default menu o Licences
[5) Imprint Special function 3 Scheduled cron jobs
[ Terms of use Special function X Communication
[ Privacy policy Special function o/ Reasons for cancellation,
[ sign out Special function &/ exemption and approval

[5] Email imc Special function W Enrolment Messages .

Enrolment Message Texts

(4]

Figure 29:
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This can be configured in the ‘Navigation’ function by creating a new ‘Menu’ with the Menu type
‘Special function’ and selecting the Special function ‘Feedback’. The ‘Name' determines the
name of the navigation point and the ‘E-Mail’ is who will receive any feedback messages.
Access rights then determine which groups will have access to see the new menu.

This approach can compliment the panel approach where a different recipient is required.

® ! g Navigation

Description

New: Menu

Access rights

Menu type*

Special function

Special function*
Feedback
0 Relevant to validation

lcon

Hover icon

Language-specific area:

English (GB), German
English (GB)
Name* (100 characters max.)

Email imc

E-Mail* (100 characters max.)

CustomerSuccess@im-c.de|

Upload

Top

Figure 30: View of creating a new ‘Feedback’ special function menu in the navigation.

When a user clicks a feedback link a simple text form is presented where the message can be
entered and then submitted via clicking the ‘Send feedback’ button.

imc

Home

Learning Connect

Feedback

Please enter your feedback.

B I

u s = [

Send feedback

Pending Home

Search ~ My Learning  More

Figure 31: View of submitting feedback via a link.

Q & =2 & @ @

Paul Fuller imc
Profile

Password

Request personal data
Contact

iLS Support Desk
Newsletter Sign Up
Delete profile

Privacy policy

Sign out

Email imc
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The email will appear as below with basic personal data of the user and their message. If the
introductory or subject text needs to be updated this is done in the ‘System texts’ function by
editing the ‘strFeedbackEmailHeaderSignature’ or ‘feedbackSubject’ bundles then activating the
change.

Learning platform: Portal Feedback

o N = [T ses
customersuccess@lm—c.de J )
To CustomerSuccess@im-c.de Mon 4:51 PM

Dear Administrator,

A request with the following information has been submitted:

Personal Data:
Name: Paul Fuller imc
E-mail: Paul.Fuller@IM-C.COM

This is a test email

Figure 32: Sample of email sent via a ‘Feedback’ navigation link.

11 Email Trouble Shooting Tips

Below is a list of possible email related questions and troubleshooting tips:

Email is not sent after account creation: This s likely one of three reasons. 1) In the ‘Clients’
function ‘Settings’ tab the ‘Send login data’ checkbox is not ticked, 2) the LMS has not been
used to generate either the local Login or Password, and 3) the attribute ‘Forward internal e-
mail to an external address’ may not be ticked on the user’s profile.

Enrolment emails are not being sent: Check the meta tag ‘Send enrolment messages’ (ID
10132) is ticked on the Course or Learning Path; this might need to be checked at the
template level if the meta tag is not visible when editing the training. Then check to ensure
that there are active triggers in the ‘Enrolment Messages’ function that match the co nfigured
settings.

Notifications are not being sent: Check the meta tag ‘Send enrolment messages’ (ID 10132)
is ticked on the Course if Course related; this might need to be checked at the template level
if the meta tag is not visible when editing the training. Then check to ensure that the
expected Notification is Active and if so check that there are not unexpected filters.

Emails not being received externally: Check the default value of the person attribute
‘Forward internal e-mail to an external address’ is ticked. If it is ticked and there are active
triggers then there could be a whitelisting issue.

Emails being treated as SPAM: Ensure correct whitelisting of the system mail serverisin
place to relay messages on behalf of the intended sender/s. Check if relaying is whitelisted

for select email addresses or an entire domain. If emails are being relayed on behalf of the
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‘original’ sender ensure their email belongs to the whitelisted domain; E.g. external trainers
often have different email domains.

e Emails language is not preferred: The personal attribute ‘Default language for e-mail
messages’ determines the user’s preferred language for email messages. If a user has not
set their preference on their user profile, or no rules rating ‘Preferred system language’ to
‘Default language for e-mail messages’ are configured, then the emails will be sent in the
default language set in the attribute. If allowing users to choose their preferred language it
is possible to display the user profile on firstlogin.

e Emails displays incormrectly with HTML code: If there is HTML code displaying in the received
emails itis likely that either Enrolment Messages, Notifications or System Texts 70000-
70010 were edited in the GUI then Saved whilst the HTML sanitizer was active. To correct
such messages will require either restoring the original System Texts or deactivating the
HTML sanitizer and reconfiguring the emails by replacing the stripped HTML header tags.

e Errorsin‘System messages’ monitor: There are many reasons errors could be recorded and
often these are tracked to the daily system log file which can be downloaded by System
Administrators via the ‘Support information’ function. To get the log files highlight “100: log
files’, click the ‘Execute’ icon and in the popup click the ‘Download’ button. A .zip file will
download where inside the filelist_1_1". To check the log files for an error search the log for
entries matching the same time as the message with errors were sent. Many errors though
are only recorded in SMTP server logs which are not accessible from within the LMS.

¢ Remove ability to email tutors and participants via course room: If in the Course Room the
‘Participants’ panel is enabled then the Participants will be able to see each other’s ‘Personal
information’ profile and be able to access their email if displayed.

12  Summary

Hopefully itis now clear where email settings are configured and messages are managed.
Should there be further questions regarding email configuration or creation, DESK tickets can be
raised with the imc Support team.

END OF DOCUMENT
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